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1. IIpoekTHpPOBaHHE KOHTPOJIbHO-H3MEPUTEIBHBLIX IPUOOPOB M CHCTEM

Tema 1. Mukpokoutposiepst STM32.

Knaccupukauus muxkpokoHTposiepoB ARM Cortex

Tema 2. fnpo Cortex-Ma3.

Texuunyeckne xapaktepuctuku Cortex-M3. MukponponeccopHoe siapo Cortex.
Kougeiiep

Tema 3. Cpena STM32Cube IDE.

Hacrpoiika pernctpa RCC Ha BHemHHH KBapeBblii pe3oHatop. biok dazoBoii
aBTONOACTPOMKH yacToThl (PLL)

Tema 4. Talimepsl 0011€r0 HAZHAYEHHS.

["eHepupoBaHUE TPEPHIBAHUS 4Yepe3 paBHbIC NIPOMEKYTKH BpeMeHH. CTpYKTypHas
cXeMa TaKTHPOBAHUS

Tema 5. MoayJiab koutTpoJist npepsiBanuiit NVIC.

Hacrpoiika npepsiBanusi. USART1_IRQn. Hactpoiika aByx npepeiBaHui

CITUCOK JIMTEPATYPbI
OcHoBHas JiMTEpaTypa

1. BacuiseB A. B. IlporpammupoBanune MukpokoHTpoiuiepoB STM32 Ha
s3bike C. — CI16.: BXB-IletepOypr, 2021

2. Kocapes C. B. Muxkpokontpomiepsl STM32: apxurextypa u
nporpammupoBanue. — M.: JIMK Ilpecc, 2023

3. SIxoBnes A. H. ARM Cortex-M. Mukpokontpoiuiepsl STM32 B 3agauax
aBromaTu3anuu U ynpasienus. — M.: Conon-IIpecc, 2020.

4. IlIunos H. B. Cucremsr Ha MUKpOKOHTpoJuiepax STM32: npoekTupoBaHue
u oTnanka. — M.: Hayka u TexHuka, 2022. '

5. BacuibeB A. C., OCHOBBI TPOrPaMMHPOBAHHS MUKPOKOHTpOJLIEpOB. - CII6:
Vuusepcurer UTMO, 2016. - 95 c.
JlonoiHMTEIbHAS JIMTEpaTypa

6. BomoBo30B A.M., MUKPOKOHTPOJUIEPHI JUIsi CHCTEM aBTOMAaTHUKU: ydeOHOe
nocobue — M.: Unudpallmxenepus, 2016. - 164 ¢

7. T'yces B.I'. DiiexktpoHuKka u MUKpoIponeccopHas Texuuka: - M.: KHOPYC,
2013. - 800 c.

8. Jlactun D. Bueapenue, yupasienue 1 asroMatusanus - M.: Jlopu, 2013. -
567 c.

9. Ixo3ed HO., Anpo Cortex - M3 komnanun ARM. [lonHoe pyKOBOACTBO -
M.: lompka-XXI, 2012. - 552c¢.

10. OcHOBBI IPOrpaMMHUpPOBAHHsI MUKPOKOHTPOJUIEPOB.
https://www.youtube.com/watch?v=finPOSFFTv8

11.M3yyaem STM32.
https://www.youtube.com/watch?v=vZVwv-EeHkI

12. Brirouenne ceeroauosa rnpu nomomu STM32Cube IDE#STM32F103
https://www.youtube.com/watch?v=6J1-W3rbBWw

13. Amyunn A.C. CucTeMBl YIIpaBIEHHS JJIEKTPOIIPUBOAOB. — M.:
N3narensckuii jom MOUH, 2015. - 873.




14. Knemenc b. A3pix C B XXI Bexe — M..: JIMK Ilpecc, 2015. - 365 c.

15. Marga 1O. C., IIporpammupoBanue u otnaaka C/C++ npuaoxeHui ais
MukpokoHTposuiepoB ARM. — M..: JIMK Ilpecc, 2012. - 168 c.

16. HoBukoB B.A., DiekTponpuBoa B COBPEMEHHBIX TEXHOJOTHAX. - M.:
Axanemus, 2014 - 480 c.

2. CucreMbl BHACOHAOIIOACHHS U KOHTPOJIA 10CTYyNA

Tema 1. O0mue cBenenns o CBH.

Hasnauenue, crpykrypa CBH u pemaemsble ¢GyHKIIMOHAIbHbIE 3ama4d OJIOKOB.
Knaccubukanus cuctem BuaeoHabmoaeHus. Bun ucnonszyemoro o6opypoBaHusl.
DyHKIHOHAIBHOE Ha3HaudeHue. MecTto pacnonoxenus. IIpuHuun ynpasneHus.
YposeHb uHTewIekTa. Criocod nepenayum CUrHajioB. THII M YHCIIO MCIOJB3YEMBIX
BHIeOKamep. Pasperienue

Tema 2. OcHOBBI TeJIeBHACHHS.

Buneocurnai. Iserosas monens RGB. Passeprka kaapa. Monens YUV cranmapta
PAL. Komno3sutHslii curnain. Jlatuuku Bu3yanbHoil nHbopMmaiun. Buneokamepst Ha
[13C u ¢ hoToamnoaHON MaTpHULIEH.

Tema 3. IP- Buaeonadaoaenne.

Komnonentsl  cucremsl  [P-Bugmeonabmogenus.  KauectBo — M300pakeHus.
Coemnnenne HD-SDI. Ctpykrypnas cxema IP- kamepsi. I[13C-matpuusr 1 KMOITI-
matpuubl. UK-punstp. [Mukcens APS-matpuusr m nukcens ACS-matpunpl. IP-
Kamepel. CtpykrypHas cxema IP- kamepsl. Ilpuamun peiicteuss MK-dunstpa.
CaerouyBcTBUTENbHAS MaTpuLa. [Ipoueccop odpaboTku Buacocurnana. Bed-cepsep
KaMephl.

Tema 4. Buaeozanuch.

BapuanTel opranusauuu sugeosanucu. [Iponecc nonyuenus Buneonotokon. Cepsep
Buaeo3anucu. Bribop ycTpoiicTBa BuAco3anucu. PyHKIHOHAIBHOCTH CHUCTEMBI
BugeoHabmoaenus. [Iporpammuoe obecniedenue s BuacoHabmoneHus. Bruibop
perucrparopa uix cepsepa. Hanexnocts annapatHon dactu. Muterpauns CBH c
OIIC, CKV /I u c bankomatamu. OToOpaxeHune BuAco. XapakTepUCTHKH MOHUTOPOB.
Bocnpoussenenne  [P-suneo.  IlpoGinemsr  nexkomupoBanus.  ['paduueckue
YCKOPUTEJIH. CereBoe obopynoBaHue. Konuenrparop, KOMMYTAaTop,
mapuipytuszatop u cepep. @ynkuuun DHCP, DDNS, NAT, STP, IGMP, VPN,
VLAN.

Tema 5. becipoBoaHOe cOeIHHEHHE H BHICOAHAJIUTHKA.

Hasnauenune BuaeoaHayMTHkU. JleTekropsl. MHTENIEKTyalbHBIE  CHCTEMBI
BuacoHabmoaeHus. Buneo neperosopHsle ycrpoiicTBa. Kondurypanus Buuaeo-
nomo(oHa, COCTOSIIEr0 W3 OAHOHW BHUJCOKAMEpPHI M OJHOIO0 MOHHUTOpA.
Kondwurypauus AByXypoBHEBOTO mnoabe3gHoro Bupeoaomodona. CBH B
noMenieHusx. Cucrema BuaeoHabmonenus B kBaptupe. CBH 1no nepumerpy.
Tunosas cuctema BUIeOHA0IOIeHNUS B OaHKe.



CITMCOK JIMTEPATYPbI
OcHoBHasn:

1. KacesnoB B. A., KopobeitHukoB A. H). Cuctemsl BHICOHAOIIONEHUS U
KOHTPOJIS JOCTYyIIa: IPOEKTHPOBAaHHE, MOHTaX, dKcIutyarauus. — M.: JIMK Ilpecc,
2022.

2. boposukos C. B. Cucrembl BUIcOHAOII0ICHHS M OXPAaHHBIE TEXHOJOTHH, —
M.: Counon-IIpecc, 2020.

3. Kyuenko A. M. TexHudeckue cpeicTBa OXpaHbl M BUACOHAOIIONCHUS. —
M.: Uudpa-M, 2021.

4. CutoukoB C. B. CucreMsl 0e30MacHOCTH 3JaHHH: BHJICOHAOIOICHHE,
KOHTPOJIb IOCTYIIa, OXPaHHO-II0XKapHas curHanu3anusa. — M.: Akagemus, 2019.

5. Kpyrus I'. IIpaktuka u TexHosoruu a”anorosoro u iudposoro CCTV. —
M.: Security Focus, 2019. — 626 c.

6. Anekcees /[. }O. [IpakTuka npoeKTHpOBaHHS CHCTEM BHIEOHAOIIOAEHHS Ha
0ase IP-kamep. — M.: PaquoCodt, 2020

JlonoJIHUTEIbHAA:

7. JambsinoBcku B. bubnus Buneonadbmonenus [lep. ¢ anrn. 2-e m3n. — M.:
000 Ai-2c¢-Oc Ipecce, 2019. — 466 c.

8. Topcren A., Keiep U. Buneoananuruka: Mudsr u peansHocts Ilep. ¢
aHri. 2-e uza. — M.: Security Focus, 2022. — 186 c.

9. www.security-bridge.com

10. www.axis.com

11. www.secnews.ru

12. https://www.youtube.com/channel/UCx52jPulCGrlIFIDwQ30P80A

13. https://securityrussia.com/blog/video...

14. Bopona B.A., TuxoHoB B.A. Texuuyeckue cpenctBa HaOIIOAECHUS B
oxpaHe 00bekToB. — M.: 'opsuas muaus — Temexom, 2011.

15. Kamkapos A.Il. Bujgeokamepsl M BHIACOPErMCTPATOPHLI IS JOMa M
apToMo0Ouig. — PoctoB H/1.: @®enukc,2014. — 292 c.

16. JIertkun A. IP-Bupeonabmonenue. Harnsimnoe mocobue. M.: Topsiuas
muHs Tenexom, 2011. — 200 c.

3. PLC-TexHo/10ruM B NpHOOPOCTPOEHUH

Tema 1. PLC-TexHon0rHM.

OOwmue noHATHS W NpUHUMIBL nepeaayd uHbopmanuu. CTaHAAPTBI TEXHOJOTHH
PLC. IEEE P1675 Standard for Broadband over Power Line Hardware. Crangapt
HomePlug 1.0. OmnwuceiBaer npaBuiaa (QYHKIMOHHMPOBAHHS JIOKAJBHOW CETH.
Crneundurauus HomePlug AV - crangapt mis paGoTel ¢ GOJBIIMMH TMOTOKAMHM
uHpopmarnun, ¢ Bugeornotokom B HD-kauectse (HDTV).

Tema 2. Teoperuyeckue ocHOBBI TexHo10run Powerline.

Buapl MynabTHIUIEKCHPOBaHUS CHUrHaJIOB, (a3oBas MOIYJSLMS IOJHECYIICH
4acTOThl, OTHOCHUTENbHAs KBajapaTypHasi (azoBas mManunyisuuu (DQPSK). PLC-



TeXHOIOrMM B cucTteMax aBTtomatuku. Crangapt G.hn. BPL-texnonorus
BBICOKOCKOPOCTHOM II€pelayM JaHHBIX (I0TOKOBOE BUAEO, [P-Tenedonus).

Tema 3. PLC-apanrep.

Apnanrtepsl 3 nokosenus craigapra Homeplug AV2 ¢ Gosnee mupokuil auanazoH
gactor. AVM FritzPowerline 1000E ¢ nHomunamsHOW ckopocthio B 1 I'Gut/cC.
Tectuporanne PLC—aganTepoB. AJITOpUTM TECTUPOBAHUSA JOMAITHEH CETH, cXxema
PAacIoNoKEHHsI KOHTPOJIBHBIX TOUEK C BHEIIHUMHU NoMexaMH. CHCTEMBI yIIpaBIIeHHS
Ha 0a3e MUKpokoMIibroTepa RPi-3 110 HU3KOBOJIBTHBIM CETSIM.

Tema 4. PLC-cBsI3b 10 HU3KOBOJIbTHBIM CETHAM.

Crpykrypa cucremsl nepefaud mHpopmauuu 1o GSM-TEXHOJIOTUH M TPHHIIHIIEI
OpraHM3alLUHy CBSI3U U CUCTEM KOHTPOJIsl pacxona aekTpo3neprun ACKYO. I[TJIK na
mwiatpopme Arduino. Kommonentsl u npunuun padorsr TTJIK. ®ukcHpoBaHHBIA
(kommnaxktheIil) [IJTK ARDBOX. LAN Ha 6a3ze PLC—rexHosioruii.

Tema S. Ilpombimnennsii kouTposiep CONTROLLINO MAXI.

ApxuTekTypa W XapakTepucTHku. IlopTel  BBojaa-BbIBOJA, HMHTEpdeEiic.
[Tporpammuposanue ITJIK Controllino Maxi. bubmmortexu. Ycranorka Jpaiiepos.
IIpommBka Tectoro ckerda. CucTeMsl ynpaBieHMs Ha 0a3e MHKPOKOHTPOJLIECPOB
ATMega 110 HU3KOBOJIBTHBIM CETSIM.

CIIMCOK JIMTEPATYPbI
OcHoBHasn:

1. Jlamenko A. A., Hasapenko A. lO. IIporpammupyemsie JOruyeckue
koHTpoJsuieps! ([TJIK). Yuebnuk. — M.: @opym, 2023.

2. Ceprees A. H., Yepno M. A. ABromatuzamusi ¢ npumenenuem I1JIK
Siemens M KOHTpoJuiepoB Apyrux mnpomsBoauteneid. — CII6.. BXB-IlerepOypr,
2022.

3.Eropos  B. [II. PLC-texHomoruu: OCHOBEI, HpPOTpaMMHpPOBaHHE,
npumenenue. — M.: JIMK Ilpecc, 2021.

4. Kopanés M. B. Ilporpammupyemble KOHTPOJUIEPBI B  CHCTEMax
aBTOMATH3aLMHU TEXHOJIOIMYECKUX mpoueccoB. — M.: Akagemusi, 2020.

5. Frank Petruzella Programmable Logic Controllers. — 5th Edition, McGraw-
Hill, 2020.

6. Hugh Jack Automating Manufacturing Systems with PLCs. — 2021 (Open
Source).

7. Jon Stenerson Fundamentals of Programmable Logic Controllers, Sensors,
and Communications. — Prentice Hall, 2020.

JlonoJiHUTE ILHAN:

8. CoxonoB IO.A. IlocTpoeHue cucteM ympapieHHs Ha 0a3e KOHTPOJLIEPOB
Direct Logic. — M.: HTI] OAO «3nekTpoMexanuka», 2019.- 82 c.

9. Moppucu I1. Peammzaums texnosnoruu BPL //Cetn u cuCTeMBI CBS3H. —
2015.-Ne 12. - C.79-81

10. Allen-Bradley. ITporpammupyemsie konTposuiepsl ControlNet PLC-5 —
PykoBoACTBO 1moJib30BaTES.



11. https:/forte21.ru/fi/cat_rockkwell/ 88 1785-106-RU.pdf

12. https://www.exponet.ru/exhibitions/online/rosgasexpo2001/miks.ru.html

13. https://www.ccorinex.com

14. http://www .bosfa.energoportal.ru/srubric16008-1.htm

15. IMaBnosckuii A. ConomacoB C. PLC B Poccun. Crietnduxka, npodiemsl,
pemenus, npoekTol. // Uubopm kypbep cBa3b. - 2013. - Ne 8. - C. 29-33

16. Hesnses JLM. Moct B MHTEpHET 110 JIMHHSAM 3IIEKTPOTIEPENAYH.
//Uudopm kyprep cBsi3b. - 2018. - Ne 8. - C. 25-28

17. Konomnsnckuit JI.K. PLC - nepeiaya JaHHBIX 110 2JIEKTPHUECKHM CETSIM.
[Nocnenusis muns. // Undopm kypeep cBa3b. - 2004. - Ne 5. - C. 5-7

18. Haddu 1. BPL nabupaer cuny. //Cetn. - 2015. - Ne 14 - C. 24

4. CucTeMbl HHTEJVIEKTYATbHOTO YIIPABJIEHUsI M KOHTPOJIA

Tema 1. HuTe//IEKTYaIbHbIE CHCTEMbI ABTOMATHYECKOT'0 YIIPABJIEHHS.
CTpykTypa, MOJEIM M aJITOPHUTMBI UHTEIUIEKTYyalbHbIX  cucteM. CAY ¢
accoUMaTHBHOU MamsTeI0. OcHOBBI (haszu-ynpasiaeHust. OCHOBHbBIE IPOLELYPhI (hasu-
JIOTHKH JIJIsl HEYETKOI'O aJIrOPUTMa aBTOMAaTHYECKOT0 peryiupoBanus. OcoOeHHOCTH
9KCHEPTHBHIX CUCTEM. OCHOBHBIE 3JIEMEHTBI TUITUYHOH SKCIIEPTHOH CUCTEMBI.

Tema 2. HelipoceTeBble CHCTEMBI M PeryJisiTopbl.

Mopgene uckyccTBeHHOro Hedipona. OOydyeHHue HelpoHHbBIX cereil. OOyueHue
MPOCTOH OJHOCIOWHON ceTH. HelpoHHbIE ceTH 00paTHOrO pacHpOCTpaHEHHS
omMOKK. JIOCTOMHCTBa M HEIOCTATKM TPSIMOTO M OOPAaTHOIO pacHpOCTPAHEHHs
omnOKH. MHoOrocoliHeIi nepcenTpon U ero obyuenme. IlepeoOydeHue wu
obobmeHue.

Tema 3. Cern Xondmuiaa.

PacniosnaBanue o6paszoB cersamu Xondmiga. AccouMaTHBHAS NaMSITh Ha CETAX
Xondunna. Kapter Koxonena. Heiiponnsie cetn ¢ camooOyyennem. Camoobyuenne
¢ KOHKypeHuuel. PacniosnaBanue o06pa3os cetbro KoxoHeHa.

Tema 4. Cetn ART-1.

Apxutektypa u npuHnun padotel ceth ART-1. Cpena MogenupoBanus HEHPOHHBIX
cerer. Heuerkne HelponHble cetn Fuzzy Logic. Heuerkoe MHOMXECTBO, TOYka
nepexona. Omnepauuu [ONOJHEHMs, IEPECCUEHUSs W OOBEAMHEHHS HEUETKHX
MHOXecTB. Omnepauust uMmnavkauuu. HeueTkas M JIMHTBUCTHYECKAss NEPEMEHHBIE.
ArperupoBaHMe M YNpPOLICHHBIH aJTrOPUTM HEYETKOTO BBIBOJA. AJTOPHTMBI
Ilyxamoro u MamuaHu.

Tema 5. Heitponponeccopsi Ha ocuose ITIOC u IIJIUC.

Heiipoxomnbiorepsr, peanmnsoBanHele Ha ©Oase IILIOC. HelipokomnbloTepsl,
peannsoBanHsic Ha Oase IIJIMC. CpaBHHTENBHBIH aHAN3 HEHPOKOMIIBIOTEPOB C
paznu4HOM Oaszoil. Peannsanus HeHpoHHBIX cereil M HelipokommboTepos. CHHTES
Mapajyie/ibHbIX  aIrOpUTMOB  00paboTKM MH(GOPMALlMM B  UHTEUIEKTYaIbHBIX
JMHAMHYECKUX CHCTEMaxX MPH BHE3AIHBIX BO3MYIIECHHSIX.



CIIMCOK JIMTEPATYPbBI
OcHoBHas:

. Kacarkun A. A., CvuproB C. A. MHTeJUIEKTyaIbHBIE CHCTEMBI YIIPABJICHHS:
TeopHs M npakTika. — M.: I'opstyast JTurms — Tenexom, 2023.

2. 3aze A. Heuérkue MHOKXECTBA U IIPIIIOYKEHHS K MHTEIUIEKTYATHHOMY YIPaBJICHHIO.
— M.: Mup, 2020 (riepen3nanue).

3. KpykA.b. UHTemiekTyaibHbie yIpaB/sIOLe CUCTEMBI Ha 6a3e HEeHPOHHBIX ceTeil
1 HeueTkoH Jioruku. — CI16.: [Turep, 2021.

4. Anekcees B. A. Marmmnnoe 00ydeHne 1 HHTEIUIEKTy UTbHBIE CHCTEMBI YTIPABICHHUS,
—M.: JIMK Ilpecc, 2022.

5. Kazuo Tanaka, Hua O. Wang Fuzzy Control Systems Design and Analysis: A Linear
Matrix Inequality Approach. — Wiley-IEEE Press, 2020.

6. S.Haykin Neural Networks and Learning Machines. — 3rd Edition, Pearson, 2020.

7. Karray, A. O,,Silva,C. A. Soft Computing and Intelligent Systems Design: Theory,
Tools and Applications. — Pearson, 2021.

8. George J. Klir, Bo Yuan Fuzzy Sets and Fuzzy Logic: Theory and Applications. —
Prentice Hall, 2020.

JlonoaHuTeILHAA:

9. leBsitkoB B.B. CricreMbI HCKYCCTBEHHOTO HHTEIUTIEKTA, — M. N3a-80 MI'TY mm.
H.3. Baymana, 2001. - 352 c.

10. MHTesneKkTyansHble CHCTEMBI aBTOMaTHYecKoro ympasnenus /Ilox pen.
M.M. MakapoBa — M.: ®usmariur, 2001. - 576 c.

1. Kagypun A.A. I'my6okoe obyuenue. [lorpyxenne B Mup HEHPOHHBIX
cerer. — CII6.: ITutep, 2018. — 279 c.

12. Jlornyeckuit MOAXOA K MCKYCCTBEHHOMY HHTeNIeKTy. OT MOIaIbHOI
JIOTHKH K JIoruke 6a3 nauubix /A. Taiic, I1. I'pubomont, I'. Xamun u ap.: Iep. ¢ dp.
—M.: Mup,1998. — 412 c.

13. Mapkos H.I'., Conbkun J[.M. UHTEIIEKTyalbHBIC HABHTALMOHHO-
TEJICKOMMYHHUKALIMOHHBIC CHCTEMBI YIIPABJICHUS TMOABHKHBIMH OOBEKTAMH C
NIPUMEHCHUEM TEXHOJIOTHH 00J1a4HbIX BEIYUCIIEHHH. - M.: Topsiuast muans- Tenexom,
2014. - 158 c.

14. TaneyceBuy P. DeMeHTapHOE BBEICHHE B TEXHOJIOTHIO HEUPOHHBIX CeTel
C mpuMepamu nporpamm. — M.: I'opsiyas iuaus-Tenexkom., 2011. — 408 c.

15. http://neuralnetworksanddeeplearning.com/

16. https://www.amazon.com/gp/product/1530826608/

17, https://www.amazon.com/Neural-Networks-Introduction-Raul-
Rojas/dp/3540605053

18. AxnmoB O.E. JluckpeTHas maremaryka, JIOTMKA, TPYNmbl, rpadsl. — M.:
Jlabopartopust 6a30BbIX 3Hanuil, 2018. — 352 c.

19. Bparko 1. ITporpammupoanue Ha sizbike [Tposior 11st HCKYCCTBEHHOTO HHTEJLIEKTA:
Ilep. ¢ anr. — M.: Mup, 1990. - 387 c.




