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1. Design of control and measuring devices and systems
Topic 1 STM32 microcontrollers.

Classification of ARM Cortex microcontrollers

Topic 2 Cortex Core-M3.

Technical characteristics of Sortex-M3. The Cortex microprocessor core.
Conveyor belt

Topic 3 Environment STM32Cube IDE.

Setting the RCC register to an external quartz resonator. Phase-locked
frequency control Unit (PLL)

Topic 4 General purpose timers.

Generating interrupts at regular intervals. The structural basis of clocking
Topic S NVIC Interrupt monitoring module.

Setting up an interrupt. USART1_IRQn. Setting up two interrupts

LIST OF LITERATURE

BASIC LITERATURE

1. Bacunbes A. B. IlporpammupoBanne mukpoxontpomtepo STM32 Ha
s3bike C. — CII6.: BXB-IletepGypr, 2021

2. Kocapes C. B. Mukpokontpomiepsr STM32: apxurekTypa o
nporpammupoBanue. — M.: JIMK Ilpecc, 2023

3. SxoneB A. H. ARM Cortex-M. Mukpokonrposieps: STM32 B 3agauax
aBTOMaTu3auuu u ynpasiaenus. — M.: Conon-Ilpecc, 2020.

4. lIunos H. B. Cuctemsl Ha MuKpokoHTposuiepax STM32: nmpoekTHpoBaHHe
u oTnanka. — M.: Hayka u TexHuka, 2022.

5. Bacuiees A. C., OcHOBBI TPOrpaMMHpPOBaHKs MEKPOKOHTPOJIIepoB. - CII6:
Vuupepcurer UTMO, 2016. - 95 c.

ADDITIONAL LITERATURE
6. Bomoso3os A.M., MUKPOKOHTpPOJIIEPHI /ISl CUCTEM aBTOMATUKM: yueOHOe
nocobue — M..: Undpallmxkenepus, 2016. - 164 ¢

7. T'yces B.I'. DnexTpoHrKa u MHKpoOIMporeccopHas Texuuka: - M.: KHOPYC,
2013. - 800 c.

8. Mactun O. BHesnpeHnue, ynpapieHue U aBToMarusanus - M.: Jlopu, 2013. -
567 ¢.

9. Iixosed IO., Snpo Cortex - M3 komnanuu ARM. ITonHOE PyKOBOICTBO -
M.: Hompka-XXI, 2012. - 552¢.

10. OcHOBBI TpOrpaMMHUpPOBaHHA MUKPOKOHTPOJIIIEPOB.
https://www.youtube.com/watch?v=finPO5SFFTv8

11.A3yuaem STM32.

https://www.youtube.com/watch?v=vZVwv-EeHkI

12. Bxurouenue cerouoaa mpu nomomu STM32Cube IDE#STM32F103
https://www.youtube.com/watch?v=6J1-W3rbBWw

13. Anyunn A.C. Cucrembl ymnpaBleHHs 3JeKTPONPHUBOAO. — M.:
W3narensckuit qom MDOU, 2015. - 873.

14. Knemenc b. fI3p1x C B XXI Beke — M..: JIMK Ilpecc, 2015. - 365 c.
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15. Marna 1O. C., IlporpammupoBanue 1 otnanka C/C++ npunoxkeHuit s
MUKpoKoHTposutepoB ARM. — M..: JIMK Ilpecc, 2012. - 168 c.

16. HosukoB B.A., DnekTponpuBoi B COBPEMEHHBIX TEXHOJIOTHAX.- M.:
Axanemus, 2014 - 480 c.

2. Video surveillance and access control system

Topic 1 General information about VSS.

The purpose, structure of the VSS and the solved functional tasks of the blocks.
Classification of video surveillance systems. The type of equipment used. Functional
purpose. Location. The principle of management. The level of intelligence. The
method of signal transmission. The type and number of video cameras used.
Permission

Topic 2 Fundamentals of television.

The video signal. The RGB color model. Frame scan. The YUV model of the
PAL standard. Composite signal. Visual information sensors. CCD video cameras
with a photodiode array.

Topic 3 IP video surveillance.

Components of an IP video surveillance system. Image quality. HD-SDI
connection. Block diagram of an IP camera. CCD arrays and CMOS arrays. The IR
filter. An APS matrix pixel and an ACS matrix pixel. I[P Cameras. Block diagram of
an IP camera. The principle of operation of the IR filter. The photosensitive matrix.
A video signal processor. The camera's web server.

Topic 4 Video Recording.

Options for organizing video recordings. The process of receiving video
streams. The video recording server. Selecting a video recording device. The
functionality of the video surveillance system. Software for its monitoring. Choosing
a registrar or server. Hardware reliability. Integration of VSS with SFAS, ACMS and
with ATMs. Video display. Characteristics of the monitors. IP video playback.
Decoding problems. Graphics accelerators. Network equipment. Hub, switch, router,
and server. Functions of DHCP, DDNS, NAT, STP, IGMP, VPN, VLAN.

Topic S Wireless connection and video analytics.

The purpose of video analytics. Detectors. Intelligent video surveillance
systems. Video-speaking devices. Configuration of a video intercom consisting of
one video camera and one monitor. Configuration of a two-level entrance video
doorphone. VSS in the premises. Video surveillance system in the apartment. VSS
on the perimeter. A typical video surveillance system in a bank.

LIST OF LITERATURE
BASIC:
1. KacesnoB B. A., KopoGeitaukor A. }O. CucreMbl BHIEOHAOMONEHUS U

KOHTPOJIsi JOCTYyIIa: MPOEKTHPOBAHUE, MOHTaX, dkciryaTtauus. — M.: JIMK Ilpecc,
2022.



2. bopoBukos C. B. CucreMsl BU1€0HAOIIONEHUS U OXpaHHBIE TEXHOJIOTHUU. —
M.: Conon-Ilpecc, 2020.

3. Kynenko A. WM. Texuuveckue cpeicTBa OXpaHbl M BUACOHAOIIONEHUS, —
M.: Uudpa-M, 2021.

4. CutaukoB C. B. Cucrtemsl 6e30macHOCTH 31aHMi: BHIEOHAOIIOCHMUE,
KOHTPOJIb 10CTYIIa, OXpPaHHO-II0KapHas curHanusanus. — M.: Akanemus, 2019.

5. Kpyrus I'. IlpakTrka u TexHonoruu axnaigorosoro u mudposoro CCTV. —
M.: Security Focus, 2019. — 626 c.

6. Anexcees /1. 1O. [IpakTuka mpoeKTHPOBaHMs CUCTEM BHAEOHAOIOICHUS HA
6ase IP-kamep. — M.: PaguoCodr, 2020

ADDITIONAL:

7. lambsiHoBckd B. bubnus Buneonabmonenus Iep. ¢ anri. 2-e u3g. — M.:
OO0 Ai-Dc-Oc Ipecc, 2019. — 466 c.

8. Topcren A., Kemnep W. Buneoananmutuka: Mudsr u peansHocts Ilep. ¢
aHri. 2-e u3n. — M.: Security Focus, 2022. — 186 c.

9. www.security-bridge.com

10. www.axis.com

11. www.secnews.ru

12. https://www.youtube.com/channel/UCx52jPul CGrIFIDwQ30P80A

13. JIertkun A. IP-Buneonabmonenue. Harnsanoe mocobue. M.: Topsuas
nuns Tenexom, 2011. — 200 c.

14. Bopona B.A., TuxonoB B.A. TexHuueckue cpeiacTBa HaOJIOAEHHUS B
oxpaHe 00bekToB. — M.: ['opsiuas munus — Tenexom, 2011.

15. Kamkapos A.Il. Buneokameps! i BUIEOPETHCTPATOPHI A1 IOMA H

aBToMoOus. — PoctoB H/n.: ®enukc,2014. — 292 c.

3. PLC technologies in instrument engineering

Topice 1 PLC technologies.

General concepts and principles of information transmission. PLC technology
standards. IEEE P1675 Standard for Broadband over Power Line Hardware. The
HomePlug 1.0 standard describes the rules for the functioning of a local network. The
HomePlug AV specification is a standard for working with large streams of
information, with a video stream in HD quality (HDTV).

Topic 2 Theoretical foundations of Powerline technology.

Types of signal multiplexing, subcarrier phase modulation, relative quadrature
phase shift keying (DQPSK). PLC technologies in automation systems. The standard
G.hn. BPS is a high-speed data transmission technology (video streaming, IP
telephony).

Topic 3 PLC adapter.

Adapters of the 3rd generation of the Homeplug AV2 standard with a wider
frequency range. AVM FritzPowerline 1000E with a nominal speed of 1 Gbps.
Testing of PLC adapters. The algorithm for testing the home network, the layout of
control points with external interference. Control systems based on the RPi-3
microcomputer over low-voltage networks.
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Topic 4 PLC-communication over low-voltage networks.

The structure of the GSM technology information transmission system and the
principles of communication and power consumption control systems of the ACEMS.
A PLC based on the Arduino platform. Components and operating principle of the
PLC. Fixed (compact) The ARDBOX PLC. LAN based on PLC technologies.

Topic 5 Industrial controller CONTROLLINO MAXI.

Architecture and characteristics. I/O ports, interface. Programming of the
Controllino Maxi PLC. Libraries. Installing drivers. The firmware of the test sketch.
ATmega microcontroller-based control systems over low-voltage networks.

LIST OF LITERATURE

BASIC:

1. JIsmwenko A. A., Hasaperko A. 1O. [IporpamMmmupyemble JOTHYecKHe
koHTposutepsl (ITJIK). Yuebuuk. — M.: ®opym, 2023.

2. Ceprees A. H., YeprnoB 1. A. Asromarusaius ¢ npuMeHeHneM [1JIK
Siemens ¥ KOHTpOJIepoB Apyrux mpoussoauteneit. — CII6.: BXB-Iletep6ypr,
2022.

3. Eropos B. II. PLC-texHOomoruu: OCHOBBEI, NPOrpaMMHpPOBaHHE,
npuMeHenue. — M.: JIMK Ilpecc, 2021.

4. Koganés U. B. IIporpammupyemblie KOHTPOJLIEPHI B CHCTEMAaX

aBTOMATHU3allMH TEXHOJIOIHYECKUX IporeccoB. — M.: Akanemus, 2020.
5. Frank Petruzella Programmable Logic Controllers. — 5th Edition,
McGraw-Hill, 2020.

6.  Hugh Jack Automating Manufacturing Systems with PLCs. — 2021
(Open Source).

7. Jon Stenerson Fundamentals of Programmable Logic
Controllers, Sensors, and Communications. — Prentice Hall, 2020.
ADDITIONAL:

8. Coxoinos [0.A. ITocTtpoeHue cucteM ynpaBieHus Ha 6ase

xoHTpomnepos Direct Logic. — M.: HTL] OAO «Dnekrpomexanuka», 2019.- 82 c.

9. Moppucu I1. Peanuzanus texuonorun BPL /CeTu ¥ cCTEMBI CBS3U. —
2015.- Ne 12. - C.79-81

10. Allen-Bradley. ITporpammupyemsie koTposiepsl ControlNet PLC-5 —
PykoBoJCTBO I0s1B30BaTE NS,

11. https://forte21.ru/fi/cat_rockkwell/ 88 1785-106-RU.pdf

12. https://www.exponet.ru/exhibitions/online/rosgasexpo2001/miks.ru.html

13. https://www.ccorinex.com

14, http://www.bosfa.energoportal.ru/srubric16008-1.htm

15. INaBnosckuit A. Conomacos C. PLC B Poccun. Crienudrka, mpobiemsl,
pewenus, mpoekTsl. // UHdopM Kypsep cBs3b. - 2013. - Ne 8. - C. 29-33

16. Hesnses J.LM. Moct B MIHTepHET M0 JIMHHUSAM 3JI€KTpOINEpESadH.
/MudopM Kypsep cBs3b. - 2018. - Ne 8. - C. 25-28

17. Konomnauckuit JI.K. PLC - nepenaya faHHBIX 110 371€KTPUYECKHAM CETSIM.
[Tocnennss muns. // Uadopm Kypsep cBssb. - 2004. - Ne 5. - C. 5-7
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18. Taddu J1. BPL nabupaer cuny. /Cetn. - 2015. - Ne 14 - C. 24

4. Intelligent control and control systems

Topic 1 Intelligent automatic control systems.

Structure, models and algorithms of intelligent systems. ACS with associative
memory. Fundamentals of phase management. Basic phase logic procedures for a
fuzzy automatic control algorithm. Features of expert systems. The main elements of
a typical expert system.

Topic 2 Neural network systems and regulators.

A model of an artificial neuron. Neural network training. Training a simple
single-layer network. Neural networks of error backpropagation. Advantages and
disadvantages of forward and reverse error propagation. The multilayer perceptron
and its training. Retraining and generalization.

Topic 3 of the Hopfield Network.

Pattern recognition by Hopfield networks. Associative memory on Hopfield
networks. Kohonen maps. Neural networks with self-learning. Self-study with
competition. Image recognition by the Kohonen network.

Theme 4 of the ART-1 Network.

Architecture and operating principle of the ART-1 network. Neural network
modeling environment. Fuzzy Logic neural networks. A fuzzy set, a transition point.
Operations of addition, intersection, and union of fuzzy sets. The implication
operation. Fuzzy and linguistic variables. Aggregation and simplified fuzzy inference
algorithm. The algorithms of Tsukamoto and Mamdani.

Topic S Neuroprocessors based on DSPP and PLIC.

Neurocomputers implemented on the basis of DSPP. Neurocomputers
implemented on the basis of PLICs. Comparative analysis of neurocomputers with
different databases. Implementation of neural networks and neurocomputers.
Synthesis of parallel algorithms for information processing in intelligent dynamic
systems in case of sudden disturbances.

LIST OF LITERATURE
BASIC:
1% Kacarxun A. A., CyvupHOB C. A. VHTeIIIeKTyabHbIE CHCTEMBI YIPABIEHHUS:
Teopys U pakThka. — M.: ['opsuas JTunus — Tenexom, 2023.
2 3azne A. Heuétkie MHOXECTBA U MPHIIOXKEHHS K MHTEIUIEKTYATEHOMY
ynpaBneH 0. — M.: Mup, 2020 (nepeusnanue).
3. Kpyk A. b. MHTe/eKTyanbHbIe YIIpaR/ISIOIIHE CHCTEMBI Ha Ga3e HEHPOHHBIX
cerelt M HeueTko soruxu. — CI10.: ITurep, 2021.
4. Aunexcees B. A. ManmnHoe 00ydeHue 1 HHTEIUIEKTYAIbHEIE CHCTEMBI
yrpagsieHus. — M.: JIMK Ilpecc, 2022.
5. Kazuo Tanaka, Hua O. Wang Fuzzy Control Systems Design and Analysis: A
Linear Matrix Inequality Approach. — Wiley-IEEE Press, 2020.

6. S.Haykin Neural Networks and Leaming Machines. — 3rd Edition, Pearson,
2020.



% Karray, A. O, Silva, C. A.  Soft Computing and Intelligent Systems Design:
Theory, Tools and Applications. — Pearson, 2021.

8. George J. Klir, Bo Yuan Fuzzy Sets and Fuzzy Logic: Theory and Applications.
— Prentice Hall, 2020.

ADDITIONAL:

9. llesskos B.B. Cucrems! nckycctBeHHOro HHTeUIeKTa. — M.: W3-80 MI'TY 1w
H.D. Baymana, 2001. —352 c.

10. WHTennekTyanpHble CHCTEMBbI aBTOMAaTHYECKOro ymrpasienus /Ilox pe.
.M. Makaposa — M.: ®uzmatiut, 2001. - 576 c.

11. Kanypun A.A. I'my6okoe oGydenue. [Torpyxkenue B MHUp HeHpOHHBIX
cereit. — CII6.: ITurep, 2018. — 279 c.

12. Jloruveckmif MOAXON K MCKYyCCTBEHHOMY MHTelIeKTy. OT MoIalbHOIf
JIOTMIKH K JIoTHKe 0a3 nanueix /A. Taiic, IT. I'pubomont, I'. Xamun u ap.: Iep. ¢ dp.
—M.: Mup,1998. — 412 c.

13. Mapkos HJI'., Conskun /.M. HHre/iekTyaldbHble HAaBUTAI[MOHHO-
TEJIEKOMMYHMKAIMOHHBIE CUCTEMBl YIIPaBJIEHHUs IIOABHXKHBIMH OOBEKTAMH C
[IPUMEHEHUEM TeXHOJIOTHiT 00JIaUHbIX BEIYUCIeHUN. - M.: T opsiuasi TUHUs- Tenekom,
2014. - 158 c.

14. Taneycesuu P. DieMeHTapHOe BBe/IeH)E B TEXHOIOTHIO HEHPOHHBIX ceTelt
¢ npumepamu nporpamm. — M.: I'opsiaas nunus-Tenexom., 2011. — 408 c.

15. http://neuralnetworksanddeeplearning.com/

16. https://www.amazon.com/gp/product/1530826608/

17. https://www.amazon.com/Neural-Networks-Introduction-Raul-
Rojas/dp/3540605053

18. AkumoB O.E. JluckpeTHas MarTeMaTwKa, JIOTMKA, IPYIIIbI, TIpadbl —
M.: JIabopaTopust 6a30BbIx 3HaHwMi, 2018. — 352 c.

19. bparko U. Iporpamvuposanie Ha si3bike [ Tposior 1151 HCKyCCTBEHHOTO
unTesviekTa: Iep. ¢ anr. — M.: Mup, 1990. —387 c.




